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Introduction

This white paper showcases compliance -related features and extensibility opportunities  with
the 2007 Microsoft ® Office system , and demonstrates how the Office system can help you
meet the demands of regulatory compliance. By focusing on a few core products , including
Microsoft Office SharePoint ® Server, Office client -side applications , and Microsoft Exchange
Server 2007 , this paper introduce s built -in features of the Office system that addr ess
compliance requirements . The paper also focus es on the opportunities for developers to use
expanded tools support  to build customized solutions that facilitate  regulatory compliance
without bogging down business processes

Out-of-the -box, the 2007 Office system provides many of the fundamental components

required to support compliance regulations , such as auditing, records management, and

data security. However, some degree of development and customization is necessary to

tailor regulation -compliant s olutions for particular organizations and environments. This
paper provide s examples of extend ing the platform to build custom compliance solutions for
the financial services, healthcare , and accounting fields

The target audience i ncludes developers, tec hnical architects, and technical decision makers
interested in delivering business solutions that use and extend the compliance -related
feature set of the 2007 Microsoft  Office system . The paper talk s about the technical and
business opportunities for inte grating with and  extending the 2007 Office system feature
set, and it show s how you can extend the system to facilitate compliance 0 either for a
company's internally developed solutions or for vendors developing compliance solutions for
the marketplace.

The first section  provide s an overview of  regulatory compliance and governmental

legislation. The second section describes specific products within the 2007 Microsoft  Office
system and how they address compliance requirements. The third s ection demonstrates
how you can simplify compliance -related tasks by using features built into the Office
system . The fourth section describes extensibility options provided by the 2007 Microsoft
Office system for compliance and provides a non -technical overview of the princ ipal
interfaces and object models that developers use to build compliance solutions with the
2007 Office system . Three appendi ces provide additional resources , developer maps, and
references .

An Overview of Regulatory Compliance

Many ¢ ompanies face increa sing pressure to comply with governmental regulations for
handling business and personal information. These regulations are designed to protect
against a diverse array of risks that span different industries, disciplines, and government
agencies. Reasons for increased regulations include :



a2 Office

1 Recent corporate scandals involving large companies have resulted in an increase in
the number and scope of compliance regulations intended to protect shareholders
and improve the visibility, integrity, and accountability of financial reporting

1 Concerns about the privacy of individuals and the possible abuse of personal
information have prompted regulations for handling health care information

1 Risks related to food suppl  ies and to the development of pharmaceuticals have
pro mpted increased regulation for all industries regulated by the United States Food
and Drug Administration (FDA)

1 The surge in identity theft and fraud has prompted regulations for handling personal
identi fiable information (PIl) and informing consumers whe n their personal
information is disclosed inappropriately

In the United States, ¢ ompliance legislation designed to address these risks affect S most
publicly traded companies, the healthcare industry, government agencies, and financial

institutions. Govern  ments impose severe penalties for violations against compliance

regulation laws, including major fines and imprisonment of company officials. For example,

the penalties for violating certain Health Insurance Portability and Accountability Act

(HIPAA) regul ations range from $100 per person per incident for improper disclosures of

health information to $250,000 and 10 years in prison for intentional violations ( United
States Department of Health and Human Services , May 2003). Noncompl iance can also

have aneg atveef f ect on a company6s reputation in the

Moreover, companies  stand the best chance of success when they go beyond viewing
compliance as overhead and that take the opportunity to streamline and improve core

business processes as part of their compliance efforts.  This is because much of  what's
containedin t odayds compl i anis @ongrrecggmiked best pracsces . Many
companies not subject to certain compliance regulations are taking the initiative to follow

some regulations anyway , because of the value both in operation s and reputa tion. For
example, ISO 9000, which is a set of standards around manufacturing process quality,

require s good records management so that a company can demonstrate compliance . There
are important reputation and f inancial benefits for companies to comply with that standard,

even i f there arenodt -comgiancef( iSO 900D is easvoldntary stamdam ). A
Aifoll ow the spirit of the | awd approach (as oppo
improve compliance scores , but also helps companies get value from their investment in
compliance.

Companies must develop long  -term compliance strategies to meet the requirements

established by government regulations. Typically, these strategies involve formaliz ing
compliance policies and implementing specific business processes to support, enforce, and
demonstrate compliance with these policies. Unless IT is involved in automating these
processes, a compan y risk s being overwhelmed with a manual documentation eff ortand a
weak control infrastructure. A major challenge is how to interpret compliance regulations

and map them to IT implementations that use existing IT investments @ investments that
were oft en deployed before the rise of compliance requirements

mar ket

sed to
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Key Com pliance Regulations
Companies must comply with these key regulations

|l

Sarbanes -Oxley Act (SOX) (United States, 2002) T A setof United States federal
law s that establish new or enhanced standards for all U.S. public ly traded company
Boards, Management, and public accounting firms. The Act contains 11 titles that
affect corporate governance, financial disclosure, and public accounting practices

Data Protection Act (European Union, 1998) T A British Act of Parliament that

provides a legal basis for the priva cy and protection of data. The act states that data
collected by one party to another party may be used only for the specific purposes

for which it was collected. Personal data may be kept only for an appropriate length

of time and must not be disclosed to other parties without the consent of the data

owner .

Health Insurance Portability and Accountability Act (HIPAA) (United States, 1996) T
A set of United States federal laws that improve the efficiency and effectiveness of
the health care system . HIPAA encourag es the development of a health information
system through the establishment of standards and requirements for the electronic

transmission of certain health information. The Act aimsto improve the portability
and continuity of health insurance coverag e in the group and individual markets ; to
combat waste, fraud, and abuse in health insurance and health care delivery ; to
promote the use of medical savings accounts ; to improve accesstolong -term care
services and coverage ; to simplify the administration of health insurance ; and to
achieve other purposes

Title 21 Code of Federal Regulations (21 CFR Part 11) (United States, 1997) T Aset
of life sciences regulations that affect how biotechnology and pharmaceutical

companies meet the criteria for acceptanc e by the U.S. Food and Drug

Administration (FDA). The FDA considers under certain circumstances that electronic
records, electronic signatures, and handwritten signatures executed to electronic

records are equivalent to paper records and handwritten signat ures executed on
paper. These regulations, which apply to all FDA program areas, are intended to

permit the widest possible use of electronic technology, compatible with FDA's
responsibility to promote and protect public health.

Basel Capital Accord (Base | Il) (Switzerland, 2004) i Basel Il affects banks and other
financial institutions by defining capital requirements for banks' exposures to certain
trading -related activities, including counterparty credit risk, and for the treatment of

double default effe  cts (the risk that both a borrower and guarantor default on the

same obligation ).

Common Compliance Requirements

Although these various regulations vary in terms of scope, intent, and type of information ,
they all share common elements and rely on the fund amental principles of information

security.
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1 Confidentiality. Confidential, personal, and sensitive information cannot be exposed
to unauthorized organizations or individuals.

1 Integrity. Data cannot be modified by unauthorized organizations or individuals ,
and the completeness and accuracy must be insured.

1 Availability. Information must be available to the right people at the right time to
support timely and accurate financial reporting and to fulfill demands for information
by regulators, investigators , and court subpoenas.

Organizations must implement policies and procedures to make sure individual and
departmental activities conform to compliance requirements. However, only
publishing policies and procedures and buying technologies to ensure confidenti ality,
integrity , and availability falls short of compliance. An organization must exercise

due diligence in enforcing the execution of those policies and procedures.

1 Procedural rigor . An organization risks becoming quickly bogged down if
executives and m anagers must manually enforce procedural rigor and workers must
perform with busy -work mandated by a bureaucracy created out of compliance
requirements. Good workflow automation enforces compliance and performance of
business processes and policies as unob trusively and automatically as possible.

To support audits and investigations, an organization must also be able to prove that

it performed  compliance procedures when needed and that its technology controls
were active and they perform ed throughout the pe riod in question.  This requirement
creates a documentation burden on top of other work associated with compliance

policies. This documentation burden creates a need for IT involvement.

1 Auditing and Logging. Auditing and logging trace how individuals acces s and use
resources and the execute business procedures. Systems that process sensitive data
must securely log, maintain, and provide critical event information to ensure a clear
audit trail.

Audit trails and logging are especially important for two of th e pillars of information
security. First, audit trails are crucial in determining the scope of disclosures of

confidential information. Being able to reconstruct who accessed what information

and when allows an organization to inform just the people whose information was
compromised, sometimes greatly reducing the fines and other costs that are in direct
proportion to the quantity of individuals whose information was compromised.

Second, logging facilitates integrity controls . T echnology may not always be a ble to
prevent an authorized user from maliciously or inadvertently modifying information,

but an audit trail provides a control and allows the organization to understand the

impact of the incident. For example , it is not enough to point to a written polic y that
governs how financial spreadsheets and their formulas are maintained. Compliance

and audit professionals want to see an audit trail of changes to such spreadsheets

that shows who accessed them, what was modified , and when.
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The 2007 Microsoft Office System Products

This section describes the products within the 2007 Microsoft ~ Office system that are most
relevant to compliance. Compliance solutions  based on the 2007 release deliver significant
return on investment by using theease -of-us e and unsiliaritysvih thie enost widely
deployed desktop productivity environment

Although the 2007 release is an application suite, it isalsoa full -featured development
platform ready to be exploited by developers. With this release you can build collaboration,
workflow, knowledge management, and business process automation solutions with fewer

lines of code than  on other platforms. And you deliver a solution with which users are
immediately comfortable and productive.

In particular, the 2007 release lends itse If to being a platform for powerful compliance
solutions thanks to its advanced audit trail, encryption, information rights management,
records and document management, and more.

Description of the Products Relevant to Compliance
The following table descr  ibes the productsin  the 2007 release that are relevant to
regulatory compliance.

Feature -to-Compliance Mapping
g
£ € | o
3 > < g
c = 5
2 s | €| 8| 8 |£E8
- 3 S| £ | T | 8 |3S8
Product Description L (@] £ < o <8
Microsoft Office Office SharePoint Server 2007 enables Web content
SharePoint® development of intelligent portals that management X X
Server 2007 seamlessly connects users, teams, and (WCM)
knowledge. Such portals can help people
take advantage of relevant information Enterori
across business processes and help nterprise X
them work more efficiently. An important search
feature is the business data catalog,
which indexes data from external Document and
systems and databases, such as CRM records X X X X X
systems, so that it can be searched by management
the portal search feature.
Audltlng and X X % X
logging
Records center X X X X X
Information X X
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Feature -to - Compliance Mapping
=
= 2 s 3
g g 2 3 3 22
g s | £ 5| g |3¢8
Product Description L o £ Z a <8
rights
management
(IRM)
Doct_m_1ent X X X
policies
Extensible hold
and (_:on'tent X X
expiration
infrastructure
Role-based
targeting and X X X
security
Microsoft Office Office SharePoint Designer 2007 Custom X X
SharePoint provides you with tools to create and workflows
Designer 2007 deploy interactive solutions based on
SharePoint Products and Technologies, Custom
without having to write code. o X X
notifications
You can automate business processes
such as dgcument approval, custom ) Custom tasks X
event notification, and other collaboration
tasks by using the workflow designer
feature. Data
aggregation X
and reporting
Microsoft Windows SharePoint Services allows Workflow X X X
Windows® teams to create Web sites for information processes
SharePoint sharing and document collaboration,
Services benefits that help increase individual and E-mail
team productivity. By supporting such IT d X X
resources as portals, team workspaces, messages  an
e-mail messaging, and presence alerts
awareness, Windows SharePoint
Services enables users to locate Content types X X X X
distributed information quickly and
efficiently, and connect to and work with Search X X
others more productively.
Versm_)mng and X X
history

10
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Feature -to - Compliance Mapping
=
= 2z s 8
) [3) ] 3 o=l
5 z g 3 8 | £5
i s | &€ | & | g |3¢%
Product Description L o £ Z a <8
Document X X X
metadata
List-level and
item -level X X X
security
Microsoft Office Office Communicator 2007 is an Instant
Communicator integrated communications client that Messaging (IM) X X
2007, Microsoft relies on Office Communications Server session history
Office 2007 to help enables teams and
Communications information workers to more easily and E ted
Server 2007 effectively communicate in real time. ncrypte X
Office Communicator 2007 integrates messaging
with Microsoft Office system applications
and secure enterprise telephony
infrastructure. Information workers can
Secure
see the presence status of other team communication X
members at all times; for example, they
can see whether someone is online and S
whether they are in the portal.
Microsoft Exchange Server 2007 enables Secure e -mail
Exchange Server knowledge workers to gain access to message X X
2007 critical business communications almost repository
whenever and wherever they need to,
and it is designed to deliver greater Permissi
security, availability, and reliability. ermission X X X X
control
Message X x
classification
Transport rules X X
Secure
communication X
s
Microsoft Office Office Outlook 2007 provides an Classified e- X
Outlook® 2007 integrated solution for managing your mail
time and information, connecting
across boundaries, and remaining in .
Information X X

11
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Feature -to - Compliance Mapping
’g
= 2z [ 3
= =}
5 S| 2| 8|3 |£E2
g s | £ 8| ¢ |58
Product Description e o £ I a Z S
control of the information that reaches Rights
you. Management
(IRM)
E-mail records X X
management
E-mail search X X
Secure
communication X
s
Excel® Services Excel Services, a feature of Office Spreadsheet
SharePoint Server 2007, supports integrity X
loading, calculating, and displaying
Microsoft Office Excel spreadsheets in Spreadsheet
a Web browser. Users can publish ph' ) 4 X X
spreadsheets and view them with any arcniving an
modern browser, without installing any centralization
software on the local client computer.
This capability allows organizations to Role-based
share spreadsheets without exposing views and X X
sensitive business information. access control
Data security X
Microsoft Office Office Project 2007 helps project Sarbanes -Oxley
Project 2007 managers, business managers, and (SOX) X X
planners manage schedules and templates
resources. Office Project 2007 helps you
set up projects quickly with templates, 1SO 9001
communicate project data, and track and X
analyze project status. templates
Finance and
accounting X
templates
Feedback
L X
monitoring
Report X

12
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Feature -to - Compliance Mapping
8
= 2 s 8
= =] [l e)]
¢ s | €1 2| 8 |£EE
g s | £ 8| ¢ |38
Product Description e o £ I a Z S
preparation
Microsoft Office Office Forms Server 2007 provides Forms archiving
Forms Server scalable, standards-based electronic and X X
2007 forms solutions with enhanced security centralization
that can help your organization extend
the reach of forms-driven business
processes to anyone with a Web Data validation X
browser.
Microsoft Visual Visual Studio 2005 Tools for the
Studio® 2005 Microsoft Office System* is a
Tools for the professional development environment
Microsoft Office for individual developers building line-of- Custom
System business applications using the Microsoft development X X
Office System. These tools enable and
developers to more easily extend extensibility
solutions using managed controls, and
provide a more intuitive design,
development, and debugging experience.

13




Architecture Overview
The following figure shows the communication channels between the

2007 Office system .
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Compliance Capabilities in the 2007 Microsoft
Office System

In this section, you'll learn how easy it is to perform compliance -related tasks using out

® Microsoft®

ICE

-of -

the -box features in  the 2007 Office system . These featu res enable and simplify the following

compliance requirements:

Auditing and  logging
Workflow

Digital signatures
Records center
Classified e-malil
Document policies

Spreadsheet management

=A =4 =4 A4 -4 -4 -4 -

Barcodes and labeling
1 Information Rights Management

The 2007 Office release provides significant versatility because you can use features and

settings out -of-the -box withou t writing any programmatic code. O r you can extend and
customize the features to suit specific business requirements.

Auditing

Auditing provides a histori cal record of actions taken by users so that, when an authentic
record is required, you'll know what happened and when it happened. Auditing is require
by almost all regulations. For example, the Sarbanes -Oxley Act requires that all actions

taken on a fin ancia | document must be fully audited to meet compliance.

Auditing allows companies to substantiate claims in cases of dispute or litigation. With
effective auditing systems, policies, and processes in place, companies have the evidence to
support and demo nstrate their compliance. Auditing allows authorized users to see all of the
people who have accessed resources on a site, and what actions those people took

Office SharePoint Server 2007 allows administrators to audit key events within document
libraries and global events on a site  , such as search, user changes, and changes in content
types and columns.

The underlying Windows SharePoint Services content database stores audit log events and
provides access to the audit logs by using Microsoft Office Excel spreadsheets to simplify
analysis, reporting, and exporting.

15
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Offi ce SharePoint Server 2007 also supports auditing extensibility by providing an audit log
object model , which other applications and systems can use for custom analysis and
reporting, or  for custom auditing solutions built using the 2007 Office release .

Windows SharePoint Services provides server -side auditing functionality (such as opening a
file, checking out a file, and checking in a file) that Office system products use at the site
level. To address auditing of client  -side activities such as printing or creating different
copies with Save As, developers can use the extensible architecture  of the 2007 Office
release .

Configuring Settings for Auditing

At the Site Collection level, Office Sh arePoint Server 2007  allows you to configure various
settings for auditing, such as selecting specific events to audi t. You can perform basic
configuration that tells Office SharePoint Server to audit all of the activities that you specify.

The following s creenshot shows audit settings that you can configure through the Office
SharePoint Central Administration site.

/2 Configure Audit Settings - Windows Internet Explorer - |ﬁl ﬂ
6::; - Iﬁ, http:ffcontoso)_lavouts/AuditSettings  aspx j |E| |z| ILive Search |j:}3 -l
e dhe & Corfigurs Audit Settings | | - - fmn v coePage = ) Todls - »

Central Administration

% Central Administration

Home | Operations = Application Management E“u-!-'m-.'r_i

Central Administration > Site Settings > Configure Audit Settings

Configure Audit Settings

‘wielcome Diane Tibbott = | My Site | My Links ~ | LI

Documents and Items

Spedfy the events that should be audited for documents and items within this site
collection.

Spedfy the events to audit:

Opening or downloading documents, viewing items in lists, or
Ir ‘
wviewing item properties

[¥ Editing items

¥ Checking out or checking in items

¥ Moving or copying items to another location in the site
[¥ Deleting or restoring items

Lists, Libraries, and Sites

Spedfy the events that should be audited for liste, libraries, and sites within this site [¥] Eiting content types and columns
collection. Z B

Spedify the events to audit:

[¥ Searching site content

¥ Editing users and permissions

oK Cancel
]
[pene [T [ [ [ [ %3 cocalintranet [Haee -~
distart| | @ @ (o | [@ configure audit se... | @] 2282 s31em

16
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The following figure shows a screenshot of audit settings that you can configure fora
document library  or Cont ent Type .

/2 Edit Policy - Windows Internet Explorer — =] x|
E’@ - IEI http:ff contosaf layoutsipolicyconfig. aspx?List=1{51cf21b8-84f6-4354-ae0e-61a7 7d3e4062} Betype=0x0101 00EAG2E36 j 2 X Ilee Search Fel i
B >

Se @ Edi Policy | | % - B - b - [hpage - (G Tock -

Edit Policy: Document =

Hame and Administrative Description Name:

The name and administrative description are shown to list managers when configuring |Dm:urr|ant

policies on a list or content type.

Administrative Description:

Policy Statement Policy Statement:

The policy statement is displayed to end users when they open items subject to this [This policy enforces auditing on the =

policy. The policy statement can explain which polices apply to the content or indicate document library and|includes the server-

any special handiing or information that users need to be aware of. side actions taken on the documents,  *

Labels

‘You can add a label to a document to ensure that important information about the
document is induded when itis printed, To specdify the label, type the text you want to
use in the "Label format” box. You can use any combination of fixed text or document
properties, except calculated or built-in properties such as GUID or CreatedBy. To start
a new line, use the Yn character sequence.

I Enable Labels

Auditing
Specify the events that should be audited for documents and items subject to this
policy.

¥ Enable Auditing

Spedify the events to audit:

Opening or downloading documents, viewing items in lists, or
viewing item properties

[¥ Editing items
[¥ Chedking out or checking in items

I

¥ Moving or copying items to another location in the site
[¥ Deleting or restoring items

[pone [T [ [ 8 tocolintranet [# o0 -
istart] | (@ @& [~ |[& edit Policy - Windo... | @ A-e? sty

Performing Tasks for Auditing

After you configure the auditing settings, users can perform their normal tasks and
SharePoint Server 2007 log s all server -side events to record the activities that you
specified, creati ng substantiated evidence of which people accessed which resources at
which time.

For example, a common scenario involves multiple people collaborating on a project. They
can save and share their work , such as documents, schedules, and designs , on an Offi ce
SharePoint Server 2007  site to enable auditing of their resources and activities.

At the site level, Office SharePoint Server 2007 can audit the changes to any resource on
the site, including the following actions:

17
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Download

Rename

Move

Copy

Check in/Ch eck out

New version creation

Editing of content types and columns
Search site content

Edit users and permissions

Change m etadata

Change policy (document lives in same location, with updated policy)
Other changes to policy

Deletion

=A =4 =4 4 -4 4 -4 -4 -8 -8 - -8

These events are audite  d even if caused programmatically by a separate application that
uses the o bject model.

Viewing Reports for Auditing
Office SharePoint Server 2007 provides various reports for auditing, such as reports about
specific tasks and modifications.

The following screenshot shows the various auditing reports available to administrators , who
can view them through top -level site settings . Administrators can also create custom audit
reports from within  the Office Share Point Server 2007 Reports Center

18



Run Reports

dows Internet Explorer

@ ~ & http:ffeontosof_layoutsiReporting, aspx7Category=tudiing

Office

=3

=l 49 | x| [ove search

W% 4 @RunReports | | -6 -

Home

Page + () Tools +

4 Home

i DocumentCenter  News ~  Reports Search  Sites

View Auditing Reports

Use these reports to view Audit Log data collected for this Site Collection.

= Content Activity Reports

Content modifications

Welcoms Diane Tibbott ~ | My Site | MyLinks ~ | @ =

This report shows all events that modified contentin this site.
Content type and list modifications
This report shows all events that modified content types and lists in this site.

=]

=L

Content viewing

This report shows all events where a user viewed contentin this site.
Deletion

This repert shows all events that caused content in this site to be deleted or restored from the Recyde Bin,
B Custom Reports

|

Aun a custom report
Manually specify the filters for your Audit Report.

& Information Management Policy Reports
Expiration and Disposition

This report shows all events related to the expiration and disposition of content in this site.
Policy modifications

=]

This report shows all events related to the creation and use of information management policies on content in this site

= Security And Site Settings Reports

&

Auditing settings

This report shows all events that change the auditing settings of Windows SharePaint Services.
Security settings

“This report shows all events that change the security configuration of Windows SharePoint Services.
[pone

[T [ [ [S3tecintranet
i/ start J a8 J Run Report:

| # 100%

T 4

J @[ @ s:6PM

The following image shows the audit settings report.
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d9 -0 - Auditing_settings.xml [Read-Only] - Microsoft Excel  PivotTable Toals

| Home | mnsent Page Layout  Formulas Dats  Review  \View Options Design

- = X

=

@ -
R R I P T R

| 8 Central Document Repository/Marketing/Contract Agreement of Tailspin Toys docx

al

10 Record Vault/Partnership Agreement/Audit History/Partner Agreement_OWNHQQ. xml

11 Record Vault/License Agreement/Pantner_Presentation_Trey Research GK90DT pptx

12 Central Document Repository/Marketing/Litware_Partner_Agreement_Y2006.docx

13 Record Vault/Partnership A [Properties/Partner A _CWCFQP.xml

14 Central Document Repository/Marketing/Partner Proposal. docx

15 Central Document Repository/Marketing/FourthCoffee Agreement Contract docx

16 Central Document Repository/Marketing/Datum_Corporation_Presentation_Y2006 pptx

17 Central Document Repository/Marketing/Volume_License docx

18 Central Document Repository/Marketing/Partner_Agreement_Datum_Corporation.docx

19 Central Document Repository/Marketing/ContosoPharamaceuticals_Contract Y2006.docx

20 Central Document Repository/Marketing/Y_2006_Blue_Yonder_Airdines_Partner_Agreement.docx
21 Central Document Repository/Marketing/YK07Proseware_License_Agreement.docx

22 Record Vault/Partnership Agreement/Audit History/Consolidated Messenger_Partner_Agreement_1E3RL4.xml
23 Central Document Repository/Marketing/Partner Proposal ¥ 2006.docx

24 Record Vault/Partnership A [Prop /C ed_Messenger Partner Agreement_1E3RL4 xml
25 Central Document Repository/Marketing/Litware_Partner_Presentation_V_01.pptx
26 Record Vault/Partnership /Prop /Partner ' B0JNWZ xml

27 Record Vault/Partnership Agreement/Consolidated_Messenger_Partner_Agreement_1E3RL4 docx
28 Record Vault/Parinership Agreement/Audit History/Fabrikam_Partner_Agreement_UZEDUI.xml

29 Record Vault/Partnership Agreement/Audit History/Partner Agreement_CWCFQP xml

30 Central Document Repository/Marketing/Sales docx

Paste B I || & || - - = = = EiE e » |5 Conditional Format  Cell . Sort & Find &
4 u llL | a | N :.‘HF || —L. || it 53| Formatting = as Table = Styles - [EiFormat | 2~ Fter~ Setect~
Clipboard ™ Font s Alignment s Number T Styles Cells Editing
c3 - £ | B
[ 4 A B C 0D | Elm
1 Siteld 4 l-l
2
3 Count of Occurred Event £
4 DocLocation * |Audit Mask Change |Grand Total
5 Central Document Repository/Marketing/SouthridegeVideo_LicenseAg docx =
6 Record Vault/Contract Agreement/Partner Agreement_4UT864 docx
7 Record Vault/Partnership Agreement/Partner_Agreement_Daturn_Corporation_AT1VLH.docx

Y Y Y N ) N G G ) ) ) Y N N Y N N R RS N

e e o e e P e P P P

4 4" ¥| Audit Data - Table * Report Data 1 /¥ 0| J

Ready | EEE] = 7 +
Extending Functionality for Auditing
You can extend the auditing functionality of the 2007 Office system by using the audit log
service object model.
The follow ing table summarizes the actions that you can perform on the Audit Log Service,

and the position of  these actions in the programmability stack.

Windows SharePoint

Windows SharePoint
Services Administration

Action Services Object Model Object Model
Write to log X
Read from log (by item) X

Read from log (by user, date range)

Delete from log
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custom Web Part to view document

2 Report Center, - Microsoft Internet Explorer

-level auditing data

image shows a n exa mple of extending auditing
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building a

such as who did w hat and when.
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~5.0ffice

functionality by

File Edit “iew Favorites Tools  Help e
@back = 0 ¥ (2] b S0 Sssrch e Favortes &8 (0 ih (W] - =8
address [&] httpiifos+.contoso. com/Reports Pages/Default. aspx ~| Go | Links *
welcome Kelly Rollin = | My Sitke | My Links ~ | @ <
» " B
2 All Sites ~ Advanced Search
3'2' Reports I |
Home Central Document Repository « | Current Mews | Record Yault - W Search | Sites Site Actions - [N
Wigw All Site Content
Reports Audit Log Report Links -
Dashboards Select Library _ General
R —— Marketing -
&) Exchange Hosted Archive
= FourthCoffee Agreement Contract.docx ’
ESoUrCes) http: f fintranet fCentral Document Repository / @] Finance Web
= Data Connections Marketing/FourthCoffee Agreement & R web
= Report Calsndar Contract.docx
2 " View Jos Healy 6/6/2006 1:08:20 AM &) 17 web
= Refersnce Library View Joe Healy 5/6/2006 1:08:20 AM & Marketing web
Sample iew Joe Healy £/6/2006 1:09:30 AM &) Sales web
— . Partner_Agreement_Datum_Corporation.docx Share Point Audit Lag
(WFecycle |Bin http: f fintranet fCentral Document Repositoryf & Report
Marketing/Partner_Agreement_Datum_Corporation.decx
iew Joe Healy &/6/2006 2:19:52 AM !
View Jos Healy 6/6/2006 6:03:42 PM Contact Details -
Wiew Joe Healy 6/6/2008 6:03:42 PM Click here to add or
view Joe Healy 6/6/2006 6:04:18 PM modify a contact
Update Robert Lyon BABA2006 1151157 AM Highlights -
Updats Jos Healy 6/6/2008 2119133 AM
Mars Inforrmation
Partner Proposal ¥ 2006.docx Quick Reference Guide
http://intranet /Central Document Repository/
Marketing/Partner Proposal ¥ 2006.docx i’ ing Event .
View Jos Healy 6/6/2006 1:22:24 AM pcoming Events
iew Joe Healy E/6/2006 1:22:41 AM There are curretnd}{_nodd
. o upcoming events, To add a
iew Joe Healy &/6/2006 1:23:14 AM e i s
Updats Jos Healy 6/6/2008 1:21:09 AM " bl
Updats Jos Healy 6/6/2006 1:21:36 AM — "
Delete Joe Healy 6/6/2006 1:23:30 AM few EEn
CheckIn Joe Healy 6B/BA2006 1:21:37 AM ~
& & Trusted sites

Workflow
Workflow is the collaborative process by which the various people working on a particular

project ortask participate and contribute to the

compliance as a way to

activity . Workflow is important to
help ensure that the right information is made available to people at

the right time and to enforce procedural rigor on business processes subject to regulatory

compliance.

Workflow in

workflow status visible to others.
2007, which helps

the 2007 Office system can help
respective tasks in the appropriate sequence (or in parallel), and also
The workflow status is stored in
ensure the authenticity and accuracy of the documented proce

ensure that the right people complete their
can make the
Office Share Point Server

SSes.

Because 67 percent of dataloss in Records Management is directly related to user error

(Craig Rhinehart

example, a company can

that is required to prov
help defend itself against a lawsuit by proving that all stakeholders

, ILM Summit 2006 ), automated workflow is integral to the correct, secure,

visible, and authentic processing of documents e compliance. For

have approved the document in question and that their comments and digital signatures

have been collected.
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In W indows SharePoint Services , a work flow can be started for a particular item either on

the server or the client. The workflow can also be configured so that it starts whenever a

new item is created,  has changed , or a new major v  ersion has been published. These
capabilities are included out - of-the -box with the workflow templates available in W indows
SharePoint Services .

A workflow process i mmediately not isfoicethe pteVioesusee xt fAassi |
has completed work on the item. These users can either be assigned in series or in parallel ;
users have the flexibility to assign the tasks to someone else, if so configured.

Workflow promotes visibility because a separate list on the Share Point site where the
document resides  displays who the item is assigned to, how long it has been a ssigned , and
what the status is. The administrator is able to view which workflows are currently running

on the site, their progress, and their associations.

Workflow in Office SharePoint Server 2007

Office SharePoint Server 2007 includes user -configurable workflow templates that can guide
review and approval processes. Developers and IT administrators ~ can also use Microsoft
Visual Studio or Microsoft Office SharePoint Designer 2007 to define custom workflows,

create document -handling processes, help users collaborate through portals and
workspaces, and connect users to information in enterprise business systems.

Office SharePoint Server 2007 supplies the following workflows:

Approval

Collect Feedback

Collect Signatures
Disposition Approval
Issue Tracking
Translation Management

=A =4 4 A -4 A

With Office SharePoint Server 2007, you don't need to write code to build workflows that
map to important business processes. These capabilities facilitate more manageable

collaboration, enforceable and measurable business processes, and more intelligent records
management.

Office SharePoint Designer 2007 has the flexibility and extensibility to accommodate other
types of custom workflows, so you can design them to suit your particular application and
environment  without writing any custom code .

Once in production, administrators can track each workflow and monitor how itis
performing overall, as well drill down into specific instances of a workflow. For example
with the  Activity Duration report, administrators  can see how long eac h activity in the

workflow takes to complete, and how long each instance takes to complete. The
Cancellation & Error Report shows you which workflows are being canceled or are
encounter ing errors before completion.

22



Ca Office

The workflow capabilities of the 2007 Microsoft Office system client applications and servers
support sophisticated document life cycle s and enterprise content management. Integration
between the client applications and Office SharePoint Server 2007 allows users to initiate

review and approval wo  rkflows, simplifying content review and approval processes, and

reducing time spent managing documents through their life cycles. For documents stored on
a SharePoint site library with an associated workflow template, users can initiate the

workflow proces s from the File menu in the Office client application or from a browser -based
interface.

Configuring a Workflow

Let us view the basic process of configuring a workflow. The following screenshot ~ shows a
workflow being added at the list level in Windows Sha rePoint Services. Workflows also can
be added at the Content Type level.

_lix
% | ] hetp:ifDocs/_layoutsjaddwikfl aspx?List=9%7BFD418A38%2DECER: 2044842 2DASEGT:2DBBCFD4TIZTART:T =l 423 [uwve search |p]-
w o & ndd a Workflow | | @ - e @ - @Eaga - @Tgnls -
Home ‘Welcome Diane Tibbott | My Site | MyLinks = | @ =

@@ Document Center

@ Mews = Reports Search  Sites Site Actions ~

Home > Document Center > Documents > Settings > Workflow settings > Add or Change a Workflow

Add a Workflow: Documents

Use this page to set up a workflow for this document library.

Workflow

Select a workflow to add to this document library. If the
workflow template you want does not appear, contact

Select a workflow template: Description:
[ @ Routes 3 document for approval. Approvers

can approve or reject the document,

I
llect Feedback

your administrator to getit added to your site collection or Collect Signatures reassign the approval task, or request
workspace, Disposition Approval changes to the document.
Name

Type a unigue name for this workflow:
Type a name for this workflow. The name will be used to I
identify this workflow to users of this document library.

Task List Select a task list: Description:

Select a task list to use with this workflow. You can select ITasI-cs LI Use the Tasks list to keep track of work that
an existing task list or request that a new task list be you or your team needs to complete,
created.

History List Select a history list: Description:

Select a history list to use with this workflow. You can | Workflow History (new) ~+| Anew history list will be created for use by
select an existing history list or request that a new history this workflow.

list be created.

Start Options

¥ Allow this workflow to be manually started by an authenticated user with Edit Items Permissions.
Spedfy how this workflow can be started. . . .
™ Require Manage Lists Permissions to start the workflow.

™ Start this workflow to approve publishing & majar version of an item.

™ start this workflow when a new item is created.

-

| l_l_,_’_’_’_rgmcalintranet |Q100°fo T 4
' start J@ & i~ J & Add a Workflow - ... J 9|~ @’ 55 FM
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Starting  a Workflow
The following screenshots  hows the start a new workflow in the client.

H ) (LI Compliance and Office 2007_8_31.doc [Compatibility Mode] - Microsoft Ward -8Xx
L L
| Home ‘ Insert Page Layout References Mailings Review View @
# = A A Find -
Verd, -l - B
§ 4 e a2 [: AaBbi AaBbC AaBbCC 4cbblcs i
53 * ac
Paste - - |37 - A - _ Change
? B I U - abe X, ¥ Aa I =} ||| THeadingl THeading2 fHeading3 Heading4  — change | Iy Setect-
Clipboard = Fant [E] Paragraph i Styles & Editing

&

rorklows R £

Workfiows available for this document:

Document Location:  Documents an Document Center

Approval

Routes a document for approval. Approvers can approve or reject the
document, reassign the approval task, o request changss to the document.

Document Location:  Documents on Document Center
Start

C om Collect Feedback
p Routes a document for review. Reviewers can provide feedback, which is
compiled and sent to the document owner when the workflow has completed.

M ICI’OE Document Location:  Documents on Document Canter

Start

Collect Signatures
Gathers signatures needed to complete a Microsoft Office document. This
workflow can be started only from within an Office dient.

August 2006 Document Location:  Documents on Document Center
Start =
g |
5. Office

Page:1of4 | Words:11,315 | b | ‘ =EE —|
i/ start J@ é i~ “W @,MicrusoFtPowarmI J 9|~ @) s03Pm
Extending  Workflow s
Workflows a re extremely flexible and can be made to apply any settings to a document.
Creation and customization of workflow proc esses is done without any code through Office
SharePoint Designer 2007. For example, you can configure  a custom workflow to put an
item on hold or to apply a certain policy based on a conditional event. For greater

customization and power, you can use the Visual Studio 2005 Designer for Windows

Workflow Foundation to create workflow templates and custom workflow activities. You can

include ¢ ode in your workflow, and design forms to be used by the workflow to

communicate with the workflow users during association and runtime. When you are

developing workflow templates in the Visual Studio 2005 Designer for Windows Workflow
Foundation, you are  not programming against a specific SharePoint site , S0 your workflows
can be reused for multiple sites. For a detailed comparison of the workflow development
processes of Office SharePoint Designer 2007 and Visual Studio 2005 Designer for Windows
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Workflow Foundation ,see fAWor kfl ow Devel opment for Wi ndows Share
http://msdn2.microsoft.com/en -usl/library/ms414613.aspx.

Creating a New Workflow

2007 Microsoft Office system  SharePoint Designer provides powerful capabilities for working
with Shar ePoint lists and document libraries, including adding, modifying, copying, and

removing items or documents; assigning tasks to people; routing docume nts for approval;
and sending e -mail message notifications.

Office Share Point Designer 2007 makes iteasyt o bind information in a SharePoint list to an

action or event initiated by a workflow. If a step in the workflow involves sending an e -mail

message to get managerial approval to start a project, you can use Office Share Point

Designer 2007 to create a gener ic e-mail message with linked fields that pull specific details

right from a SharePoint |list. The message aoptgirearing in
information that is specific to the project , such as its budget, due date, and project

manager, all of  which comes directly from the SharePoint list.
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L S R [ i e " A

Mt Yo kflow Designen

5 Define your new Workflow . /
]
ad A /
Ores Choose the type of warkflow and the conditions under which this new warkflow should run. !
v

i3 Give a name to this Workflow: t)) Help

a |\-'ideo production assignment | = The Workflow name given here will
nsy bie used to identify the Waorkflow
ao

adl | ¥hat SharePoint list should this workflow be attached to? to end users,
aia |Uideo Productions v = By attaching this workflow to a
& List, it makes it possible to initiate
ik Select workflow start options for items in ¥ideo Productions: the Workflow For Ttems in that List.
_ Allow this workflow to be manually skarted From an item « The start options reflect when the
[ ‘aukomatically start this warkFlow when a new item is created '\F:DFkHUWth: be run for Items in

k Lt List.
[ automatically start this warkflow whenever an item is changed & Attarned LS
Click here For mare help...

iy
b

r
...

(=
he |

"
Hulhl |

o [ Check WorkFlow ] [ Parameters. .. < Back [ ext = ] [ Finish
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Workflow Designer. @@
Step Name: [Schedule studio [ Workflow Steps
Specify details for "Schedule studio® Assign setup task
Choose the conditions and actions that define this step of the workflow: Schedule first review

If Task Status equals Approved & Route for approval

Schedule studio

Custom Condition {Video Productions)  |kde productions:Created By

Add Workflow Step
Title field contains keywords

Modified in a specific date span

UCEIEEEMEE Workflow Designer @@
Created in a s

I

Created by asj | Step Mame: “Schedule studio ‘ Workflow Steps

Advanced Con Specify details for "Schedule studio® Assign setup task

Choose the conditions and actions that define this step of the workFlow: Schedule first review

1f Task Status equals Approved At
.
Schedule studio

Assign Schedule Studio to Yideo Productions:Created By Add Workflow Step
| Studio

Route for approval

Send an Email

e

Assign a Task
Set Field in List
Update List Item

Create List Item

Copy List It
Check Workflow E opyisL e

Check Out Item

Check In Item
Delete Item

Wait For Yalue To Equal

More Actions...

You can associate business logic to items in lists and documents in document libraries to

create a custom workflow. The workflow framework is flexible so that , for example, you first
send a dynamically created e -mail message based on the conditional state of the document

or listitem. You can add m ultiple branches and conditions to a workflow so that the

business logic is captured, the process is streamlined , and efficiency is increased.

Digital Signatur es

Digital signatures are important to compliance as a way to provide assurance that reports

are authentic and that approvals and signoffs are duly authorized by the appropriate

decision maker or controller. A digital signature also improves efficienc y by reducing
reliance on paper while meeting regulatory requirements. For example , companiesin the
pharmaceutical and healthcare industries are embracing digital signatures asaway to
digitally manag e, retriev e, and stor e official copies of record . Because d igital signature
functionality is built into the Microsoft Office products, these companies can gain the

benefits of digital signatures without having to purchase add -in products. Digital signature
functionality in the 2007 Office system has improved since the 2003 release . A user can
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now digitally sign a document by using the 2007 Office system as an extensible signing
platform that has an open, standards -based file format

Signing a Document

The following screenshot shows the initiation of digital ly signing a documentin a 2007 Office
client application

@ H92- -0 )¢ Compliance and Office 2007.8_31.doc [Compatibility Mode] - Microsoft Word - o
wiew  View @
D o Prepare the document for distribution — e
N = 2U(9] AaBbt AaBbC AsBbCe aambcer A o
o D] View and edit document properties, such B(i=|[ 22 -] tHesdingl THesding2 THeading3 Headings - Change
7 QOpen as Title, Author, and Keywords. SWICS' by Select~
[, Inspect Document agraph r) Styles 5| Editing
R congert |59 Check the document for hidden metadata &
or personal information.
(1) Encrypt Document
H Save Increase the security of the document by
adding encryption.
ﬂ Sweas > |[ ) Restrict Permission
{ Grant people access while restricting their >
. ability to edit, copy, and print.
L@ Print » | [ Add a Digital Signature
Ensure the integrity of the document by
- adding an invisible digital signature.
‘ ,a Prepare > |
Mark as Final
Let readers know the document is final and
= i 3 make it read-only. -
2 i, Ran Compathity Cheder itures in the 2007
B ronsn > Check for features not supported by earlier
E ublis|
G pu versions of Word. ) System
= Edit Links to Files
J Server > ‘ =p View and edit content in the document
L] that is linked to an external source.
@ Workflows
S
Close
1] Word Options || X Exit Word

Page:10f50 | Words: 11315 | <& |

=l 200% 1 ) &)
distart| | (2} @ (-~ |[iv 2 Microsoft 0... - [ Microsoft Power... | o l (02 12:59PM

You can digitally sign a document for many of the same reasons you might sign a paper

document. A digital signature is used to authenticate digital inf ormation & such as
documents, e -mail messages, and macros & by using computer cryptography. Authentication
is the process of verifying that people and products are who and what they claim to be.

Digital signatures help to establish the following assurances:

1 Authenticity - The digital signature helps to assure that the signer is who he or she
claims to be. For example, youcan confirm the source and integrity of a software
publisherbés code by verif wsedtgsignthecodti gi t al signature

1 Integrity - The digital signature helps to assure that the content has not been
changed or tampered with after it was digitally signed.

1 Non-repudiation - The digital signature helps to prove to all parties the origin of the
signed co ntent." Non-repudiation” meansthat a documentsigner cannot later deny
that they were the ones who signed the content
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Signature Criteria
To make these assurances, the content creator must digitally sign the content by using a
signature that satisfies the following criteria:

1 The digital signature is valid. Valid refers to the status of a certificate checked
against a certificate authorityds database and foun
expired or revoked. Documents signed by a valid certificate and not altered since

signing are considered valid.

1 The certificate associated with the digital signature is current (not expired). A
certificate is a digital means of proving identity and authenticity. Certificates are
provided by a certification authority, and like a driver's license, can expire or be
revoked.

1 The signing person or organization, known as the publisher, is trusted. Trust is an
indication of whether you trust the individual or group for whom the certificate is
provided . The default setting is Inherit Trust from Issuer, which means that the
certificate is trusted because the issuer, usually a certificate authority, is trusted.

1 The certificate associated with the digital signature is provided to the signing
publisher by a reputable certificate au thority (CA). A certificate authority (CA) is
usually a commercial organization that issues digital certificates, keeps track of who
is assigned to a certificate, signs certificates to verify their validity, and tracks which
certificates are revoked or exp ired.

2007 Microsoft Office system programs detect these criteria for you and alert you if there is
a prob lem with the digital signature.

% '-;f-ncg-"w-.-'u-n— -.o:’;*#:.-'ﬂ“"'_r’_

@

The ability to capture digital signatures by using signature lines in Office documents makes

it possible for organ izations to use paperless signing processes for documents such as
contracts and other agreements. In the 2007 Officerelease , si gnatures fiihkeel 0 1 i ke
signatures, because of the signature line : you know where to sign a paper document, and

that a simi lar experience is now in the software.

Two advantages that  digital signature lines offer are that 0 unlike signatures on paper 8 they
can provide a record of exactly what was signed and they allow the signature to be verified

in the future. After a document ha s been digitally signed, it becomes read -only to prevent
modifications.
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Extending Digital Signatures

Digital signatures offer ample opportunities for extensibility and customization with the
IXMLDigitalSignature API and other interfaces . For example, you can write custom code
to digitally verify the signatures written with a tablet pen. You can build conditional use of
signatures into your workflows so that , when necessary , the workflow requires additional
approvals (and signature) by stakeholders or other decision makers in the process.

Records Center
A common element in compliance regulations is the requirement to securely archive records

for long periods of time in a safe and unalterable state. The ability to archive documents is
just one component of a larger records management process that includes the collection,
management, and expiration of corporate records (information important for the history,

knowledge, or legal defense of a company) in a consistent and uniform manner based on a
company 06 gs. gJheel200¢t Office release can help companies ensure that vital corporate
records, including critical documents, are properly retained for legal, compliance, and

business purposes and then properly disposed of when no longer needed.

Office SharePoint Se rver 2007 provides scalable and efficient records management

components with  the Records Center site template. Sites created based on the Records
Center template become the hub for all record management processes, including content
collection (such as  spre adsheets, documents, and e-mail ), consistent policy enforcement,
item retention and holds in response to external events, and content expiration. Other
locations, such as WSS servers, can be easily connected to the Records Center to ensure

records from tho se locations are collected.

The Records Center site includes the following features:

1 Security. The Records Center site has several features that help ensure the integrity
of the document libraries and files stored within it. First, it helps ensure that rec ords
are never automatically modified by the system. This means that records uploaded
to a records repository and then downloaded again later will always be identical, byte
for byte. Second, it has default settings that prevent direct tampering of records, by
versioning any changes made to document contents and by auditing specific types of
changes. Third, it allows records managers to add and maintain metadata on items

separately from the recordds metadata, so that info
thisite md can be changed without modifying the underly
metadata can be audited as well , which is especially important for compliance with

regulations suchas 21 CFR Part 11 to ensure that enterprises can report exactly how
t hey 6 v epatiest edata .
1 Information management policies. These policies provide controls that
consistently and uniformly enforce the labeling, auditing, and expiration of records.
You can configure p  olicies for a specific storage location or content type. For
exampl e, to ensure that all contracts are retained uniformly in an organization, their
expiration dates can be based on a common property such as the contract execution
date.
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1 Record Collection Interface. Each Records Center site provide s a set of services
that a id in content collection. They let people and automated systems easily submit
content to a records repository without necessarily having access or permission to
any of the contents of the site. You can submit ¢ ontent through a Web service by
using the simp le object access protocol ( SOAP) or through an e-mail message by
using the SMTP protocol. ~ Windows SharePoint Services  version 3and Microsoft
Exchange Server 2007 provide out -of-the -box functionality to work with th ese
interface s to connectto a Records Ce nter site.

1 Record routing. When content is submitted to a Records Center site, it can be
routed to its proper location within the records management system based on its
content type.
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Extensibility
To support deployments t
provides robust extensibility mechanisms.

hat require additional capabilities, Office SharePoint Server 2007

For example, the Record Collection Interface is

fully documented and can be implemented on a different Records Center , allowing 2007
Office system client applications and servers to treat third - party repositories as records
repositories. Or, y ou might want to perform additional processing on submitted documents

before, or even instead of, the processing performed by the Records Center site. For these
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scenarios, Office SharePoint Server 2007 enables you to create a custom router by using
the IRouter interface . The custom router can have the ability to edit the submitted
document and its associated metadata, and update the location to which the submitte d

document is to be stored.

Content Types and Routing

To maintain compliance, companies must ensure that hundreds of thousands of employees
follow complex and sometimes inconvenient procedures for managing documents and other
content to ensure that records subject to compliance regulations are complete, accurate,
secure and available.

One of the biggest difficul ties in managing content in a large organization is making sure

that everyone understands and follows corporate policies , such as managing out -of-date
information or requiring labels so that paper copies can be tracked back to electronic

originals. Office SharePoint Server 2007 supports robust information management policies

that let site administrators and list managers control how content is manage d. Although this
section focuses on document management policies, all of the Office SharePoint Server 2007

policies can be applied to other types of content, such as pictures , listitems , and third -party
items .

Content Types, a new additionto W indows Shar ePoint Services 2007 , allow you to pre -
define metadata boilerplates so that all new ly-created documents of a given type

automatically have appropriate metadata such as workflow, resulting actions, expiration,

and other policies . Content types address a sig  nificant obstacle to automating better
compliance : the lack of information classification . If the system regards all content as plain
idocumethenst he sy st eaenforceapolicies suchas expiration according to the type
of content. For example , with the addition of Content Types, Office Share Point Server 2007
can tell the differencandb exe me and aufomaiicallyr eecfdrce ddifferent
policies accordingto  those content type s.

Content Types are created by the admin istrator and specify a template that can be used
from the doc ument library, as  shown in the following graphic .
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When a user clicks New inadoc umentlibrary to create a new file, they can now select a
Content Type . Based on the selected content ty pe, t he metadata properties are already

present in the new document . For example , you can create a pre  -made Proposal content

type that captures relevant attribute s (such as customer, product type, and salesperson) for
each sales proposal.

Several benefits  arise from ensuring metadata inclusion at the time of documentation
creation through content types.

1 Finding documents is much easier thanks to the abundance of metadata. For
example , in the case of Proposals, you can easily search and retrieve all Proposal S
associated with a specific product type, salesperson, or date.

1 Content submitted to a Records Center site can be routed to the proper location
within the records management system based on content type.
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Archive Site

For retaining
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It is important to note that although users can submit content to a Records Center site, they
may not have the permissions to view or modify the content because of security polici es.

The following image shows a Records Center site hosted by Office SharePoint Server 2007.
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The Records Center site allows authorized users (such as IT staff, records managers, and

legal authorities) to apply one or more holds that suspend records management policies on
specific items to prevent documents from being changed during litigation, audits, or other
investigations. The process of creating, managing, and releasing holds is monitored and

recorded so that the syste  m can account for all actions taken. Holds are discussed in more
detail later

E-mail Message Record Management

You can manage e -mail messages because of the tight integration between Office

SharePoint Server 2007 and Exchange Server 2007. Administrators ¢ reate managed e -mail
folders in Exchange Server 2007 that get pushed out to users who have the option of opting

into specific folders based on their job functions. These e -mail folders have policies

associated with them  that define things like the retentio n period and quota for the content

of these folders. Using Exchange Server 2007 rules, you canset up these fold erstosend e-
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mail message stoa Records Center site implemented in Office SharePoint Server 2007.
Users can drag e-mail records from theirinbo  x into the appropriate managed e-mail folder
and any required metadata can be entered asynchronously into the Records Center site.

Classif ying E-mail

IT organizations need to provide users with a way to mark up messages with an outgoing
classification. Cer tain industries have specific regulations for which mail classifications would
satisfy their requirements. An example of a broad regulation thatis a ided by e-mail
classifications is the HI  PAA requirement to let users know that they are receiving messages

t hat communi cate benef.

ts. Any message receivVving

then needs to be processed by the company (on behalf of the employee) with specific rules

and regulations . For example, the employee has
a copy.

With Office Outlook 2007 , this feature allo ws

permission to know everyone thatr eceived

IT to distribute a set of e-mail classifications

that users can use to communicate the rules or behaviors that they should be subject to
while reading the  e-mail . Configurable p olicies include

91 Attorney/Client Privileged. fiThis message is privileged and recipients are
instructed to  [take whatever action is described]. o}
1 Benefits Communication. fiThis message originated from your benefits department

and under HIPAA regulations .0

1 HR Communication. fiThis message contains confide  ntial and sensitive

information. ©

When a classified e-mail message is received,

it contain s exactly the same banner that was

shown to the author whenthe message was created, thus providing the user additi onal

metadata about what type of message thisis

or how to behave while reading this message.

None of these policies use  the 2007 Office system information rights management ( IRM)

technologies to enforce a lock -down of the To:

or Cc: lines or the content itself , although

deve lopers can accomplish this through custom code

IRM and Classifications exist side  -by-side inthe Ul , although they do have different

functions. Classified e-mail in Office Outlook

2007 is notIRM -protected , but you can write

custom code to enforce IRM po licies . Classifications have the benefit that they are extremely

extensible. For example, an IT department can

implement a classification so that all

Company Confidential e-mail messages are restricted from being forwarded outside the
company, thatthe  e-mail must have a digital signature , and that it cannotb e printed.

Extending Classified E- mail

In an organization with both Office Outlook 2007 and a n e-mail system such as Exchange
Server 2007 , the policies can  have even more sophisticated functionality . The policies listed
above can be hints for the transport to a dd additional features to the e-mail message, such

as signing, encryption, or IRM. For example,

to help ensure integrity of messages sent over
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the Internet, you can extend Exchange Server 2007 to encrypt an attorney  -client privileged
or benefits e-mail messages .

In addition, you can create new classifications s pecifically designed to tell the recipient
system what you are trying to send:

9 Official Company E-mail i This message will be signed by th e company so the
recipient can verify the message authenticity.

1 Personal E-mail T This message contains personal information and may not reflect
the views or policiesof t h e s e ncdnepand.s

Setting Policies

Office SharePoint Server 2007 includes a set of out -of-the -box policies that you can use for
a specific list or content type. These policies provide controls that consistently and uniformly

enforce the labeling, auditing, and expiration of records. You can configure p  olicies for a
specific storage loca tion or content type. For example, to ensure that all contracts are

retained uniformly in an organization, you can base expiration dates on a common property
such as the contract execution date.

Although the out -of-the -box policy features of Office ShareP oint Server 2007 support many
common policies, organizations can have unique needs that require additional policy

features. For example, an organization might have a policy that requires files to be saved in

a specific format. The policy framework allows o rganizations to author custom information
management policies that will appear on the policy settings page.

The following images show how easyitisto configure auditing and content expiration
options.
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Edit Policy: Document

Name and Administrative Description

The name and administrative description are shown to list managers when configuring
palicies on a list or content type.

Policy Statement

The policy statement s cisplayed to end users when they open items subject to this
policy. The policy statement can explain which polices apply to the content or indicate
any spedial handing or information that users need to be anare of.

Labels

You can add 2 label to a document to ensure that mportant information about the
document s included when itis printed. To specify the label, type the text you want to
use in the “Label format" box. You can use any combination of fixed text or document
properties, excent calculated or builtin properties such as GUID or CreatedBy. To start
anew line, use the \n character sequence.

Name:

[Document

Administrative Description:

(KIS

Policy Statement:

L Ll

I Enable Labels

™ Prompt users to insert a label before saving or printing
" Prevent changes to labels after they are added

Label format

Examples:

o Project {ProjectName}\n Managed By: {ProjectManager}
« Confidential - {Date}

| [SJLocalintranet [®wo ~

9‘[@9 1:14PM
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= Opening or downloading documents, viewing items in lists, or
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[¥ Moving or copying items to another location in the site

[¥ Deleting or restoring items

Expiration

Schedule content disposition by specifying its retention period and the action to take
when it reaches its expiration date. The retention period is:

¥ Enable Expiration

O A time period based on the item's properties:

ICrEatEd VI + I Idays >

" Set programmatically (for example, by & workflow)

When the item expires:
7 perform this action:
Delete x

1 Start this workflow:

ICuIIec:t Signatures 'I

Barcodes

Assigns a barcode to each document or item. Optionally, Microsoft Office applications
can require users to insert these barcodes into documents,

[¥! Enable Barcodes

- Prompt users to insert a barcode before saving or printing

| oy L [ S & vane _

Extending P olicies

As powerful as the information management policy features that come with Microsoft Office
SharePoint Server 2007 are, they hardly cover every content management scenario.

Because of this, Microsoft Office SharePoint Server 2007 also provides an extensibilit y
framework that enables you to create a wide range of policies to suit your business

processes.

Perhaps your company is concerned with controlling the dissemination of sensitive data

through the circulation of printed copies. Therefore, you want to limi t the printing of certain
documents to a specific set of highly secure, access -controlled printers. You can achieve this
goal through use of a policy feature.

You can create a policy feature that contains the list of "trusted" printers. Assign a policy

wi th this feature to the appropriate content types. Then deploy a 2007 Microsoft Office
system add -in on all of your company's client computers. This add -in listens for the Print
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event in 2007 Microsoft Office system applications, and then checks whether the user is
printing to one of the "trusted" printers. If not, then the add -in on the user's computer
cancels the print job and informs the user.

Another scenario is a corporation concerned with long -term record preservation; specifically,
ensuring that your  electronic files are in a format that can be read 15 to 20 years from
today.

In this case, you can create a policy feature that generates a fixed -format copy of the
content, and assign it to the content types you want to preserve. Then, for each document

of that content type, the policy feature creates a fixed format rendering of the document,

and stores that rendering as an attachment on the document in a SharePoint document

library. The policy is enforced automatically for all items subject to the polic y, with no
intervention required from records managers or IT.

Holds

A number of compliance regulations mandate that organizations be able to produce records
required by investigations and court dis covery actions.  Failure to fulfill  such requests in a
timel y and complete fashion can expose the company and its officials to liability. Even the
inadvertent destruction of records can create criminal liability issues.

Although many companies would like to preserve content only as long as they absolutely

have to, events such as litigation require that relevant content be maintained for the

lifespan of that event, even if it exceeds the normal lifespan of the item. If records are

subjected to multiple audits or litigations, those records must be maintained until the last
litigation or audit is completed. To meet this need, Office SharePoint Server 2007 includes a

hold feature designed to respond to events by associating records with these events and

overriding the expiration policy of these records appropriately to e nsure that they cannot be
deleted manually or automatically during the lifespan of the events.

By default, every  Records Center site is provisioned with a hold list in which each item
corresponds to a single hold order. The list provides tools for finding and holding relevant
records, viewing the records currently on a hold, and releasing the hold after the hold order

is no longer active. When an event such as a discovery motion occurs, a records manager,

lawyer, or IT administrator defines a new hold by ad ding an item to the hold list. The item
specifies a name for the hold event, a description, and the person responsible for managing

the hold.

The next step in responding to the hold order is to suspend the policies on all relevant

records that may be scatt ered across different document types and stores. The improved
search function of  Office SharePoint Server 2007 makes it easy to find all relevant records
thanks to integrated metadata capture and content types. The records manager or
administrator can anal  yze the search results and add relevant records one at atime orin
bulk.

Legal staff can view a list of all records currently being held for a specific hold event by
choosing the View hold report command on the appropriate item in the hold list. After th e
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hold order is no longer in effect (for example, because the underlying litigation matter has

been resolved), the records manager can release the hold order by using the Release hold

command. This will automatically resume normal enforcement of policies o n all records that
were previously subject to this hold order. In the event that a record is subject to more than

one hold, it will not revert to its original policy enforcement until all of its hold events are

resolved.

The following screenshot ~ shows a hold in Office SharePoint Server 2007 that identifies the
matter under research and the user managing the hold

/= Holds - WidgetCo. Motion for Discovery - Windows Internet Explorer ;Iilil
m - Iﬂ hittp:jf SiteDireckory fRecardsRepasitory/ListsiHolds/DispFarm, aspx?I0=18Source=http % 3A%2F %2F j |E ‘E IL\va Search |EE]
Yy e & Holds - widgetCa. Mation for Discavery | | - - v | Page v () Tooks v+
Home Wielcome Diane Tibbott = | My Site | My Links > | :I
ﬁ Records Repository |AJI Sites L” |ﬁ‘ Advanced Search

Home DocumentCenter | News = Reports  Search ﬁ

Home > Sites > Records Repository > Holds > WidgetCo. Motion for Discovery

Holds: WidgetCo. Motion for Discovery

o |
‘E_ENEW Item | Ed\t item | ¥ Delete Item | B@Managa Permissions | Alert Me |
Title WidgetCo. Motion for Discovery
Description Hold order for records relevant to the discovery request made in matter
#14256 -- WidgetCo. vs. AdventureWorks
Managed By Diane Tibbatt @
Hold Status This hold is active.

Search for items to add to this hold...
Release hold...
View hold report...

Ttems on Hold 1
Report Date

Created at 9/6/2006 1:57 PM by Diane Tibbott @
Last modified at 9/6/2006 2:01PM by Diane Tibbatt @

| [ [ [ [ [ [“3tocalintranet [®ee -
Bistat| | @ @ (o |[ B2 nterne.. - | @| =i~ e? zozem

Spreadsheet Management

The Sarbanes -Oxley Act focuses on integrity and accuracy of financial reporting by publicl y
held companies. However, most publicly traded companies use Microsoft Office  Excel
spreadsheets to aggregate financial numbers from various divisions and applications for
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producing financial reports. The financial and logistics applications that generate these
numbers incorporate numerous controls to ensure accuracy, completeness and integrity.

But after these numbers make it into an Office Excel spreadsheet there is no way to ensure
the integrity of the spreadsheet data and formulas.

Sending spreadsheet s through e -mail messages or even storing them on a file server is a
major challenge for companies struggling to maintain financial ¢ ompliance. When users

open a spreadsheet, theycan see everything o all sheets, all calculations , and even hidden
cells. They are able to arbitrarily change formulas and values and then forward  the
spreadsheet to other people . This can result in multiple versions of the spreadsheet and no
assurance as to the integrity of the calculations or transparency as to who changed what
Spreadsheets are a pain point for companies that need to comply with strict regulations

stating that all financial documents must be secure, have integrity , and be completely
audited.

Excel Services addresses this issue by keeping the spreadsheet on an Office SharePoint
Server 2007 site and using thin -client architecture to allow the user to view and interact

with spreadsheets without having Office Excel installed onthe  client computer. Office Excel
2007 isrequired only to author the spreadsheet , not to view the published spreadsheet.

Excel Services

Excel Services has several advantages over using the Office Excel desktop application alone

First, by being posted toa Web Part , all viewers can see it in a centralized location where

the original, posted do  cument is protected from unauthorized changes . Users can download

a copy of the spreadsheet and experiment with it
version of the document ,whi ch becomes part of the companAsas

resu lt, there is one version of the spreadsheet f or a companyo6s Autharscani al
make cells editable so that an individual can perform calculations and models for

themselves. Author s can also select which objects (such as a Pivot Table dynamic view , a

chart, or a list) or sheetsthat they want to be made public. Calculations are hidden so that

all private and confident ial information is not exposed.

With Excel Serv ices, t he spreadshee t still has the look and feel of the familiar client . Key

performan ce indicators (KPI s), out-of-the -box (OOB) features, and custom calculations  are
the same as with the Office Excel desktop experience.
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Extending Excel Services

An important aspect of Excel Services is that solution develop ers can use its power
programmatically from their applications. These solutions can be either line -of -business
(LOB) applications or custom enterprise solutions that an organization develops internally.

You can use Excel Services to build multi  -tiered appl ications, with the presentation layer
implemented as a Web application (for example, an ASP.NET application) that calls Excel

Web Services. The architecture allows you to use and extend Excel Services  three ways:
1 Develop solutions using Excel Web Service S
1 Extend the Office Excel function library on Excel Services by using user -defined
functions
1 Customize the Microsoft Office Excel Web Access Web Part

Barcodes and Labeling

Many of the critical business records that
assets. Without proper management of non
records due to misfiling, or the lack of
comments . Once a record becomes non
compliance controls and, if mishandled,

companies need to manage today are non -digital
-digital assets , companies face potential loss of
workflow history, audit history, version history , or
-digital it often falls through the cracks of automated
can expose the organization to liability.
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The 2007 Office system provide s considerable functionality around policy and records
management. The 2007 release facilitates document and records m anagement with the
capability to generate and embed barcodes and labels within documents. Text -based labels
or barcodes can be generated from document metadata, such as subject keywords or

customer numbers. Labels and barcodes are automatically printed wit h the document.

Barcodes enable users to manage physical items (such as print -outs of 2007 Office system
documents) by linking those items back to corresponding items in Windows SharePoint

Services. Companies can affix an identifier to a physical item, an d then associate that

identifier to any document or item in Windows SharePoint Services . With extensibility,  users
can get from the physical item to the Windows SharePoint Services item by scanning the
barcode from the physical record , and the Windows Shar ePoint Services item can be used to
track information a  bout the physical item through its Windows SharePoint Services audit
history.

The following graphic summarizes all doc ument properties for a hypothetical ACD-00 Cash
Disbursements 0 document , including its barcode .
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